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	KEY ISSUE/DECISION


The purpose of this report is to advise the Regional Management Board (RMB) of progress achieved during the period April 2007 to March 2008 against the government’s resilience agenda for fire & rescue services in the South-East region. The Board is also asked to approve an element of the region’s approach to business continuity planning in the event of a major disruption to service delivery occurring.

	EXECUTIVE SUMMARY


This report sets out progress achieved within the South-East region with respect of the government’s resilience programme. Overall excellent progress has been made. Members are asked to note the issues which remain outstanding at this time which may have a bearing upon individual Fire & Rescue Authorities (FRAs) over the forthcoming planning period.

Additionally to respond effectively to the requirements of the Civil Contingencies Act (CCA), FRAs in the South-East have been collaborating to agree a list of ‘mission-critical services’ and a collaborative programme to ensure that plans are in place in the event of a major disruption to service delivery occurring within the region.    

	CONSULTATION


Consultation has taken place with the constituent fire and rescue authorities in the south-east region to develop the report.  

	RECOMMENDATIONS


Members are asked to:

i. note the progress achieved to date;

ii. note the list of ‘mission-critical services’ and the proposed 3 year programme under which plans will be developed to mitigate risks to business continuity. 

	REASONS FOR RECOMMENDATIONS


It is important that the RMB is aware of the significant progress achieved over the past twelve months and to recognise the challenges that are ahead in relation to the transfer of assets. Members will also wish to be assured that appropriate plans are being developed collaboratively to ensure that service delivery to the public is not compromised in the event of a major disruption. 
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INTRODUCTION/BACKGROUND

Members will be aware that in 2002 the Office of the Deputy Prime Minister in support of the broader governmental response to terrorist threat introduced a national resilience programme, partially in response to the terrorist attacks in the United States in 2001. Those elements of the programme which impacted directly upon individual FRAs included, but are not limited to, six key programme elements:

1. Mass decontamination – including Detection, Identification and Monitoring (DIM) equipment;

2. Urban Search and Rescue (USAR);

3. High volume pumping and water rescue;

4. Command and Control;

5. Long term capability management; and

6. Operational logistics     

The early intention of the Government was that all elements of the fire and rescue service resilience programme would be delivered by the end of March 2008. Due to an expanding number of issues necessary to complete the resilience programme that deadline will now not be achieved. Nevertheless excellent progress has been achieved in the South-East.

ANALYSIS AND COMMENTARY

Resilience Programme Update

The national resilience programme has sought to deliver an extensive range of equipment, training, risk assessments and support arrangements to enhance fire services capability to respond effectively to large scale and complex operational environments. When the Fire and Rescue (Emergencies) (England) Order 2007 came into force on 6 April 2007, it became mandatory for FRAs to make provision to secure adequately trained personnel to operate the specialist equipment provided for Chemical, Biological, Radiological, Nuclear (CBRN) and Urban Search and Rescue emergencies. This included the requirement to deploy these specialist resources outside its own area when requested by another FRA. As a result of the requirements of the Emergencies Order new arrangements were established for National Mutual Aid arrangements.

Over the last twelve months, work related to the resilience agenda has progressed across the region. Some examples are given below:

1. The fleet of Incident Response units have been ‘uplifted’ to a new stowage configuration. The work was necessary to ensure the service could meet, in broad terms, the requirements of the Home Office Model Response Document and introduce Powered Respiratory Protection suits into the Fire and Rescue service. These latter items allow operational personnel to work for longer periods of time within the ‘Warm zone’ at a CBRN incident thereby significantly reducing the resource requirements of each incident;

2. DIM vehicles have been delivered to four FRAs within the region. Additional specialist training has been provided to those personnel who will now respond to CBRN incidents. Some concern has been expressed in that no additional revenue support has been provided to maintain the capability;

3. The Mass Decontamination Dis-robe and Re-robe units have been provided and are now located at three strategic locations (Kent, Surrey and Hampshire);

4. The USAR capability has now been delivered to four FRAs in the region. After negotiation with CLG the revenue provision for the teams (which includes staff costs, canine provision, consumables and strategic reserves) were approved in December 2007. Fire and Rescue Circular 62/2007 identified how the final figures were calculated and determines the manner in which the funding will be released under Ministerial powers under Sections 31 and 32 of the Local Government Act 2003;

5. As part of the national Command and Control capability two Enhanced Command Support vehicles will be delivered to Kent and Hampshire over the next six weeks;

6. There has been a rationalisation of the regional fire and resilience teams. As of 1 April 2008 the South East team will be reduced from four members to three. The team members themselves are now more aligned to working on the national capability projects and will ultimately be seconded to the Long Term Capability Management project team led currently by CFO Terry Standing on behalf of CFOA;

New Dimensions (ND) Assets Update

Previous reports to the Board have highlighted the government’s intention to transfer ND assets to FRAS under the Long Term Capability Management arrangements. It remains the Government’s intention to transfer ownership for all ND assets to the service in October 2008. Concern has been expressed regarding the contractual arrangements which will be put in place with the preferred supplier of the maintenance contract. FRAs should be cautious before accepting any transfer arrangement until such times as full disclosure of the maintenance contract is known. 

Over the past year Members will be aware that ND assets from the region have been deployed on an increasing number of occasions. Personnel and equipment were also deployed to a number of larger-scale operational incidents which included the flooding events in the North East and South West, and the USAR deployment to Warwickshire.

BUSINESS CONTINUITY PLANNING UPDATE

The Civil Contingencies Act (CCA) 2004 requires all FRAs to maintain plans to ensure that they continue to perform their functions in the event of an emergency, so far as reasonably practicable. This duty relates to all functions including being able to deliver critical aspects of the day to day functions, referred to ‘mission-critical’ services.
Within the region, a framework agreement has been developed between FRAs to maintain business continuity plans as outlined in the CCA. The principles of the framework is that each FRA will produce its own business continuity plans, but will adopt a common approach, share information and provide support in the execution of training and exercises. The approach adopted in the agreement meets the statutory requirements of the CCA and provides another example of effective collaborative working within the region. 

Under the Framework, each FRA will:

· Produce their own Business Continuity Plan (BCP);

· Have due regard to the BCM model contained within Chapter 6 of the Statutory guidance ‘Emergency Preparedness;’

· Establish a business continuity programme;

· Adopt common mission critical services;

· Adopt a common list of threats/risks to the FRA and undertake an impact analysis for each threat/risk;

· Ensure that each BCP contain common elements;

· Have arrangements in place to validate and exercise all BCPs;

· Undertake testing of systems (e.g. uninterrupted power supply);

· Have a programme of training in place for key staff;

· Have arrangements in place to review and maintain the BCP;

· Have arrangements in place to publish the BCP, or part of, in accordance with the CCA; and

· Facilitate the process for sharing and disseminating information between the Authorities and identify areas of mutual support.

Mission-Critical Services

Key to developing the  framework is the identification and agreement to a list of mission-critical services that each SE FRAs would seek to maintain to their communities during any period of disruption to the business.. This acknowledges the importance of identifying the significant risks threatening the performance of those mission critical functions and for the appropriate level of contingency planning to be in place. The Fire and Rescue Services Act 2004 and the ‘Emergencies Order’ 2007 defines the core functions of the service as Fire Safety, firefighting, and emergency response in relation to Road Traffic Collisions (RTCs), CBRN and for rescuing people who may be trapped. These have been the foundation upon which the following mission-critical services have been identified as being the priority functions services that  FRAs will seek to maintain ensure to enable the delivery of its critical functions in the event of a disruption to business continuity.:

· Emergency call handling & mobilising resources

· Emergency response to fires, RTCs & other emergencies, such as:-

· Mass decontamination of people

· Urban Search & Rescue operations

· Serious Transport incidents other than RTCs

· Fire Safety Enforcement

· Promoting Fire and Road Safety

· Warning and informing the public

· Information sharing with other responders

Within the terms of the CCA, FRAs are required to maintain their capacity as Category 1 Responders, even if it is likely to be seriously obstructed in the performance of its functions. As a consequence of this, the risks shown in figure 1 to business continuity have been identified. Members are asked to note that plans for each eventuality will be developed in a phased approach over the coming business plan period. 

Figure 1: proposed list of risks to business continuity for which plans will be developed.

Loss of Staff – temporary and longer term,

Loss of premises including access to site,

Loss of ICT services,

Loss of Utilities (ie telecoms, electricity, gas),

Loss of key/critical supplier/contractor,

Loss of vehicles and essential equipment  (including loss of access to risk information) 

Transport disruption,

Industrial action,

Loss of fuel supplies. 

Fundamental to effective implementation will be the need for FRAs to carry out debriefs of actual incidents when BCPs were implemented and also following exercises.  Any outcomes can be shared across the region via the South East Fire Improvement Partnership website www.sefip.gov.uk. 

IMPLICATIONS

There has been exceptionally good progress on the resilience agenda with equipment being rolled-out successfully to FRAs within the Region. Very significant progress has been achieved in developing effective working arrangements with other responsible agencies within the region. An extensive range of exercises have been undertaken to test planning assumptions and improve joint working. That work has involved all blue-light services, the military, Marine and Coast Guard Agency, Local Resilience Forums and the voluntary sector.

As the CLG is looking to close their element of the resilience programme down all FRAs will need to ensure appropriate arrangements are established for the transfer of ND assets into fire & rescue services.

Sharing a common approach to business continuity planning across the region ensures that best practice is shared, whilst also maintaining the individuality of constituent FRAs in the region.

CONCLUSION

A further report will be submitted to the RMB to highlight progress concerning other elements of resilience work currently being progressed. 

Members are asked to:

i. note the progress achieved to date; 

ii. note the list of ‘mission-critical services’ and the proposed 3 year programme under which plans will be developed to mitigate risks to business continuity. 
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